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This	website	uses	cookies	to	improve	your	experience	while	you	navigate	through	the	website.	Out	of	these,	the	cookies	that	are	categorized	as	necessary	are	stored	on	your	browser	as	they	are	essential	for	the	working	of	basic	functionalities	of	the	website.	We	also	use	third-party	cookies	that	help	us	analyze	and	understand	how	you	use	this	website.
These	cookies	will	be	stored	in	your	browser	only	with	your	consent.	You	also	have	the	option	to	opt-out	of	these	cookies.	But	opting	out	of	some	of	these	cookies	may	affect	your	browsing	experience.	One	of	the	more	sensible	default	security	features	on	Android	devices	is	not	allowing	users	to	install	apps	from	outside	the	Play	Store.	But	with	plenty	of
great	apps	you	can	find	outside	the	Play	Store,	you	may	want	to	venture	beyond	those	walls	every	now	and	then.	Luckily,	it’s	fairly	easy	to	install	apps	from	unknown	sources	on	Android.	Change	in	Installation	Method	Since	Android	8.0,	the	method	to	install	apps	from	unknown	sources	has	changed.	Instead	of	the	previous	method	where	you	gave
permission	to	download	APKs	through	an	existing	app	on	your	phone,	the	newer	installation	method	requires	you	to	give	permission	to	specific	apps	that	are	allowed	to	install	APKs	from	unknown	sources.	Let’s	check	the	steps	for	different	Android	versions	to	grant	this	permission.	Install	Apps	from	Unknown	Sources	in	Android	10,	11,	and	12	Open
Settings	on	your	phone.	Go	to	“Apps,”	then	tap	on	“Special	app	access.”	If	you	don’t	find	it,	go	to	“Advanced”	followed	by	“Special	app	access.”	Tap	on	“Install	unknown	apps.”	Tap	on	the	app	you	will	use	to	install	the	third-party	apps.	This	is	usually	a	browser	or	the	Files	app.	We’re	using	Chrome	for	this	example.Enable	the	toggle	next	to	“Allow	from
this	source.”	Tap	on	the	APK	file	to	install	it.	Install	Apps	from	Unknown	Sources	on	Samsung	Open	Settings	and	go	to	“Apps.”Tap	on	the	three-dot	icon	at	the	top	and	select	“Special	access”	from	the	menu.	Tap	the	“Install	unknown	apps”	option.	Enable	the	toggle	next	to	the	app	you	will	use	to	install	the	third-party	apps.	Note:	if	the	above	steps
don’t	work,	go	to	“Settings	→	Biometrics	and	security	(or	Privacy)	→	Install	unknown	apps.”	Enable	the	toggle	for	the	required	app.	Install	Apps	from	Unknown	Sources	in	Android	8.0	Oreo	and	9.0	Pie	Go	to	“Settings	->	Apps	&	notifications	->	Advanced	->	Special	app	access	->	Install	unknown	apps.”	Select	the	app	(usually	your	Internet	browser)
that	you	want	to	install	from	unknown	sources.Tap	“Allow	from	this	source”	to	enable	unknown	sources	for	that	specific	app.	Install	Apps	from	Unknown	Sources	on	Android	7	Nougat	and	Older	To	install	from	unknown	sources	in	Android	N	and	older,	you	can	enable	and	disable	the	feature	right	from	the	settings	panel.	Open	the	App	Drawer	on	your
Android	device	and	tap	on	the	“Settings”	icon.	It	will	open	the	settings	panel	where	you	can	change	all	the	settings	related	to	your	device.	Also,	you	can	pull	down	the	notification	bar	twice	and	tap	on	the	gear	icon	to	open	the	Settings	menu.	Scroll	all	the	way	down	until	you	see	an	option	saying	“Security	&	fingerprint.”	On	the	devices	that	do	not
have	the	fingerprint	feature,	you	will	only	see	the	“Security”	option.	Tap	on	the	option	you	have	on	your	device,	and	it	will	open	the	security	settings	menu	for	your	device.	Scroll	down	and	to	see	an	option	that	says	“Unknown	sources.”	This	option	is	what	controls	whether	apps	from	outside	the	Play	Store	can	be	installed	on	your	device.	By	default,
the	option	is	disabled.Enable	the	toggle	next	to	the	option	to	turn	the	feature	on.	You	will	get	the	following	prompt	before	the	feature	can	be	enabled	on	your	device.	It	mentions	the	risks	involved	with	installing	apps	from	unknown	sources.	Tap	on	“OK.”	With	the	feature	enabled	on	your	device,	you	may	exit	out	of	the	Settings	menu	and	install	the
APK.	Frequently	Asked	Questions	1.	Why	can’t	I	install	an	APK	on	my	phone?	It	could	be	due	to	insufficient	storage	space	on	your	phone	or	a	corrupted	APK	file.	Try	downloading	the	files	again.	Another	reason	could	be	that	the	app	isn’t	compatible	with	your	phone.	2.	How	can	I	uninstall	an	app	that	I	installed	using	an	APK?	The	steps	to	uninstall	an
app	installed	via	an	APK	file	are	the	same	as	that	of	regular	apps.	Touch	and	hold	the	app	icon	in	the	app	drawer	and	select	“Uninstall.”	Alternatively,	go	to	“Settings	→	Apps.”	Tap	on	the	app	to	be	removed	and	press	the	“Uninstall”	button.	3.	Do	APK	files	have	viruses?	APK	files	can	sometimes	be	infected	with	malware.	Check	out	our	guide	on	how	to
scan	APK	files	for	viruses.	Is	this	article	useful?	05	Aug	2020,	03:29	PM	ISTWith	Android	now	ubiquitous,	the	popular	operating	system	is	also	the	favourite	target	for	miscreants.	While	the	chances	of	a	hack	are	not	very	high,	in	case	your	phone	is,	here’s	how	you	can	tell.If	there’s	a	sudden	increase	in	the	number	of	pop-up	ads	on	your	device,
especially	ones	from	unknown	sources,	you	could	be	in	trouble.	While	the	Play	Store	has	millions	of	apps,	there’s	no	way	to	get	an	app	on	your	phone	without	your	knowledge	which	means	if	you	find	an	app	you	don’t	remember	installing,	you’ve	been	hacked.Another	instance	when	hacking	becomes	obvious	is	when	you	install	a	new	app	and	it
disappears	from	your	app	drawer	or	your	homescreen,	that	could	mean	the	app	is	already	on	your	phone	and	was	not	put	there	by	you.A	sudden	dip	in	battery	life,	especially	on	a	new	phone	is	indicative	of	someone	meddling	with	your	device.	Get	it	checked	out.	If	there’s	an	increase	in	mobile	data	consumption,	and	your	usage	doesn’t	tally	up,	be
sure	to	check	with	your	service	provider	and	then	with	a	device	expert.	In	cases	where	you	are	unable	to	update	your	phone	or	the	apps	on	it	are	crashing	constantly	and	refusing	to	update,	you	could	have	malware	on	your	device.	android	How	installing	unknown	apps	works	in	various	versions	of	Android,	and	why	you	shouldn’t	do	it.	Hugh	Aver
September	9,	2021	For	Android	users,	installing	applications	from	Google	Play,	and	Google	Play	only,	is	the	wise	choice.	With	its	strong	safety	rules,	official	app	monitoring,	plentiful	user	reviews,	and	security	researcher	scrutiny,	Android’s	official	store	tends	to	be	a	safe	place	for	downloading	apps.	Even	when	malware	does	make	it	to	Google	Play,	it
is	quickly	identified	and	removed.	Android	device	owners	do,	however,	also	have	the	option	to	download	and	install	apps	from	third-party	sources.	But	does	the	freedom	outweigh	the	danger?	Allowing	or	denying	alternative	installation	On	the	one	hand,	having	the	ability	to	shop	outside	of	the	Google	Play	store	can	be	quite	useful;	not	every	app	is
available	there.	On	the	other	hand,	that	freedom	comes	with	an	increased	risk	of	infection,	because	outside	of	Google	Play,	apps	lose	Google’s	quality	and	safety	oversight.	Together	with	a	program’s	installer	—	or	even	instead	of	it	—	dangerous	apps	can	get	onto	users’	devices	and	steal	personal	data,	money,	or	both.	Here	are	just	a	few	examples	of
such	attacks:	The	above	represent	a	sampling	of	why	new	phones	come	with	external	software	installation	disabled.	To	avoid	falling	victim	to	schemes	that	rely	on	external	installations,	don’t	be	tempted	to	enable	installation	of	unknown	apps,	and	if	you	have,	turn	it	off	immediately.	Here’s	how.	How	to	turn	off	installation	of	unknown	apps	in	Android
8	and	later	In	the	latest	versions	of	Android,	the	relevant	feature	is	called	Install	unknown	apps,	and	it	is	enabled	separately	for	each	app.	If	you	have	allowed	installation	from	unknown	sources	for	some	apps,	you	will	need	to	disable	it	separately	for	each	app.	Here’s	how	to	do	it:	Open	the	system	settings	on	your	device;	Choose	Apps	and
notifications;	Select	Advanced	and	go	to	Special	app	access;	Select	Install	unknown	apps;	Check	what	is	listed	under	each	app	installed	on	your	phone.	If	you	see	Allowed,	select	the	app	in	the	list	and	disable	installation	of	unknown	applications.	How	to	disable	installation	of	unknown	apps	in	Android	8	and	later	Please	note,	we’re	using	the	names	of
the	settings	in	stock	Android.	Manufacturers	often	modify	the	standard	Android	interface,	so	some	menu	items	may	have	different	names	on	your	phone.	How	to	turn	off	installation	from	unknown	sources	in	Android	7	and	earlier	In	Android	7	and	earlier	the	setting	is	called	Unknown	sources,	and	there’s	just	one	switch	that	turns	installation	of	non-
Google	Play	apps	on	or	off	for	the	entire	system.	Here’s	how	to	find	it:	Open	the	system	settings	on	your	device;	Go	to	Security;	Scroll	down	to	Unknown	sources	and	make	sure	it’s	disabled.	How	to	disable	installation	of	apps	from	unknown	sources	in	Android	6	and	7	At	first	glance,	managing	this	setting	seems	much	easier	in	older	versions	of
Android,	but	from	a	security	viewpoint,	things	aren’t	that	straightforward.	If	you	accidentally	allow	installation	of	unknown	apps	in	Android	6	or	7,	then	any	app	at	all	can	download	malicious	files	—	and	that	includes	apps	you	install	later.	How	to	safely	download	an	app	that’s	not	on	Google	Play	What	if	a	program	you	need	is	not	available	in	the
official	store,	but	you	still	need	to	install	it?	Search	for	similar	apps.	Try	looking	for	alternatives	in	the	official	store.	Maybe	there	is	an	app	on	Google	Play	with	functions	that	suit	your	needs.	Scan	the	file	before	installing.	Even	if	you	can’t	do	without	a	third-party	source,	don’t	rush	to	change	your	settings.	First,	download	the	installation	file,	and
before	launching	it,	scan	it	with	your	mobile	antivirus	solution.	Check	permissions.	Consider	the	list	of	permissions	the	app	requests	during	installation.	If	a	program	demands	too	much,	try	to	find	something	similar	with	more	modest	requests.	Disable	installation	of	unknown	apps.	Remember	to	change	your	settings	back	after	installation.	Don’t	leave
your	phone	open	to	malware!	An	unpatched	vulnerability	in	the	MSHTML	engine	is	enabling	attacks	on	Microsoft	Office	users.	How	things	are	privacy-wise	on	the	social	network	Poparazzi.	We	review	a	major	cryptocurrency	theft	using	spyware	inside	a	PDF.	How	scammers	swindle	users	out	of	cryptocurrency	through	a	fake	Nvidia	giveaway
supposedly	worth	50,000	BTC.	How	scammers	lure	YouTube	users	to	a	fake	website	where	a	purported	bug	lets	them	exchange	Bitcoin	at	an	excellent	rate.
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